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DETAILED ACTION 

1. This office action is in reply to Response to Election/ Restriction filed on 
November 07, 2006. 

2. Applicant's election without traverse of Group I (claims 1-8 and 14 in the reply 
filed on November 07, 2006 is acknowledged. Thus claims 1-8 and 14 are 
pending/ examined . 

Response to Arguments 

3. Applicant's arguments/ remarks filed on June 22, 2006 have been fully 
considered and they are not persuasive. 

Applicant argued that the combination of Scott and Nagashima (the references 
on the record) does not teach or suggest some of the limitation enclosed in the 
independent claims. 

Applicant wrote the following in support of his argument. 

""Scott discloses "storing an ID code associated only with a portable registered 
device controlled by the registered person Scott, c. 4/11,8-9, It also discloses 
that "the encrypted data [includes] a synchronization counter associated tuith the 
user device. " Id., c, 4/ 1 1,28-29. And that "the units are manufactured with unique 
ID codes and private keys. " Id., c. 5/11. 60-61 . 

However, Scott does not appear to disclose that the ID code of a user device can 
change. Instead, the ID code appears to be fixed for a given user device. Thus, to 
the extent that the ID code for a given user device of Scott corresponds to 
important information, that important information does not change. And, as a 
result, Scott doesn't disclose that the synchronization counter associated with the 
specific user device changes when a portion of the important information for that 
user device is updated (i.e., it doesn't disclose "storing synchronizing information, 
which changes when a portion of the important information is updated, in the 
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database together with the important information, and encrypting the 
synchronizing information". " 

Furthermore, Applicant wrote the following in support of his argument, 

^Nagashima attempts to store and securely manage secret key K as its important 
data. And Nagashima attempts to store in a plurality of second apparatuses at 
least one piece of partial information Kli (I = 1, 2, related to its important data, 
not any synchronizing information. Thus, Applicant submits that Nagashima does 
not disclose "storing synchronizing information, which changes when a portion of 
the important information is updated, in the database together with the important 
information, and encrypting the synchronizing information", "distributively storing 
the encrypted synchronizing information in a plurality of predetermined places", or 
"combining and decrypting the synchronizing information stored in the 
predetermined places and determining whether the combined synchronizing 
information is identical to the synchronizing information stored in the database". " 
Examiner disagrees with this argument. 

Examiner would point out that the user code and the corresponding 
synchronizing information is different for each PID and changes/ updates when 
the PID (portable personal identification device Changes which means when the 
ID code changes because each PID has its own ID code. 
For instance, on column 8, lines 7-14, the following has been disclosed. 
" Encoder 23A includes an ID code, which may be a serial number of encoder 
23 or PID 6A. Encoder 23A also includes a synchronization counter, an 
encryption key and an encryption algorithm that employs the encryption key. 
Host system 4A must "learn" the ID code and the synchronization counter 
for each PID 6A which is used to access a function of host system 4A. Host 
system 4 A must also know the encryption key." 
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Therefore the ID code which meets the limitation of important information is 
stored as indicated on column 4, lines 32-33, together with the synchronization 
counter which meets the limitation of synchronizing information and together 
they are stored in the host system. The storing of synchronizing counter is 
explained on column 12, lines 52-53 and also taught on column 8, lines 7-14 
in the host system 4A or on column 4, lines 38-39, "synchronization counter of 
the registered device**. For every user this synchronizing information changes 
when the PID changes or when the ID code changes because each and every 
PID has its own unique ID code otherwise the host won't be able to differentiate 
one PID form another and accessing the host system will not function properly. 
In response to applicant's arguments against the references individually, one 
cannot show nonobviousness by attacking references individually where the 
rejections are based on combinations of references. See In re Keller, 642 
F.2d 413, 208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 
USPQ 375 (Fed. Cir. 1986). 

In order to show how each and every limitation of the independent claims are 
disclosed by the combination of references on the record, the examiner would 
point out the following, 

As per claims 1. Scott, the primary reference on the record discloses a 
method for storing and securely managing important information for a user 
in a database, [Column 4, lines 7-9] (registering a person with the host facility 
by storing an ID code associated only with portable registered device controlled 
by the registered person. An ID code meets the limitation of the important 
information and storing an ID code in host facility meets the limitation of 
storing and securely managing importeint information for a user in a database) 
comprising: 
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Storing synchronizing information, [Column 12, lines 52-53] (stored 
synchronization counter information in memory) which changes when a 
portion of the important information is updated, in the database together 
with the important information, [column 4, lines 32-33 and column 8, lines 
7-14] (stored ID code) (The ID code which meets the limitation of important 
information is stored as indicated on column 4, lines 32-33, together with the 
synchronization counter which meets the limitation of synchronizing 
information. The storing of synchronizing counter is explained on column 12, 
lines 52-53 and inherently taught on column 4, lines 38-39, synchronization 
counter of the registered device". This synchronizing information changes when 
the ID code changes and on column 8, lines 7-14, the following has been 
disclosed. ^ Encoder 23A includes an ID code, which may be a serial number of 
encoder 23 or PID 6A. Encoder 23A also includes a synchronization counter, an 
encryption key and an encryption algorithm that employs the encryption key. 
Host system 4A must "learn" the ID code and the synchronization counter for 
each PID 6A which is used to access a function of host system 4A* Host 
system 4A must also know the encryption key," Therefore the ID code which 
meets the limitation of important information is stored as indicated on column 
4, lines 32-33, together with the synchronization counter which meets the 
limitation of synchronizing information and together they are stored in the host 
system. The storing of synchronizing counter is explained on column 12, lines 
52-53 and eilso taught on column 8, lines 7-14 in the host system 4A or on 
column 4, lines 38-39, "synchronization counter of the registered device". For 
every user this synchronizing information changes when the PID changes or 
when the ID code changes because each and every PID has its own unique ID 
code otherwise the host won't be able to differentiate one PID form another and 
accessing the host system will not function properly.) 
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and 

encrypting the synchronizing information; [column 4, lines 28-29] 
(encrjrpting data including a synchronization counter.) 
Sending the encrypted synchronizing information to a predetermined 
place/s; [Column 4, lines 24-29] (The access signal which includes the 
synchronization counter/ synchronizing information is encrypted and sent to the 
host facility meets the limitation of predetermined place/s. This inherently 
includes storing the encrypted synchronization counter for a certain period of 
time /temporarily at the host facility before the synchronization counter is 
decrypted). 

Decrypting the synchronizing information in the predetermined places and 
determining whether the decrypted synchronizing information is identical to the 
synchronizing information stored in the database. [Column 4, lines 35-42 and 
column 12, lines 50-59] . 

Scott does not explicitly disclose, 

Distributively storing data in a plurality of predetermined places and 
combining the data and decrypting the data. 

However, in the same field of endeavor, Nagashima discloses 

• Storing the key data distributively in a plurality of predetermined places and 
combining/ collecting a predetermined number of pieces of information/ data 
which are distributively stored and perform decryption. [Page 4, lines 9-10] 

Though the application has allowable subject matter the independent claim 1 
has not yet been written to overcome the ground of the rejection set forth in the 
previous office action. Therefore the rejection is maintained until applicant 
amends at least the independent claim with out introducing a new matter. 
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Claim Rejections - 35 USC §103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the differences 
between the subject matter sought to be patented and the prior art are such 
that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said 
subject matter pertains. Patentability shall not be negatived by the manner in 
which the invention was made. 

5. Claims 1-8 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Scott et al (hereinafter refereed as Scott) (U.S. Patent No. 6,484,260 Bl) in 
view of Nagashima, Takayuki (hereinafter refereed as Naga8hima)(European 
patent No. EP 0851629 A2 (PubUcation date 07/01/1998) 

6. As per claims 1. Scott, the primary reference on the record discloses a 
method for storing and securely managing important information for a user in a 
database, [Column 4, lines 7-9] (registering a person with the host facility by storing an 
ID code associated only with portable registered device controlled by the registered 
person. An ID code meets the limitation of the important information and storing an 
ID code in host facility meets the limitation of storing and securely managing 
important information for a user in a database) comprising: 

Storing synchronizing information, [Column 12» lines 52-53] (stored 
synchronization counter information in memory) which changes when a 
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portion of the important information is updated, in the database together 
with the important information, [column 4, lines 32-33 and column 8, lines 
7-14] (stored ID code) (The ID code which meets the limitation of important 
information is stored as indicated on column 4, lines 32-33, together with the 
synchronization counter which meets the limitation of synchronizing 
information. The storing of synchronizing counter is explained on column 12, 
lines 52-53 and inherently taught on column 4, lines 38-39, "synchronization 
counter of the registered device*". This synchronizing information changes when 
the ID code changes and on column 8, lines 7-14, the following has been 
disclosed. " Encoder 23A includes an ID code, which may be a serial number of 
encoder 23 or PID 6A. Encoder 23A also includes a synchronization counter, an 
encryption key and an encryption algorithm that employs the encryption key. 
Host system 4A must "learn" the ID code and the synchronization counter for 
each PID 6A which is used to access a function of host system 4A. Host 
system 4A must also know the encryption key." Therefore the ID code which 
meets the limitation of important information is stored as indicated on column 
4, lines 32-33, together with the synchronization counter which meets the 
limitation of synchronizing information and together they are stored in the host 
system. The storing of sjnichronizing counter is explained on column 12, lines 
52-53 and also taught on column 8, lines 7-14 in the host system 4A or on 
column 4, lines 38-39, "synchronization counter of the registered device". For 
every user this synchronizing information changes when the PID changes or 
when the ID code changes because each and every PID has its own unique ID 
code otherwise the host won't be. able to differentiate one PID form another and 
accessing the host system will not function properly.) 
and 
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encrypting the synchronizing information; [column 4, lines 28-29] 
(encrypting data including a synchronization counter.) 
Sending the encrsrpted synchronizing information to a predetermined 
place/s; [Column 4, lines 24-29] (The access signal which includes the 
synchronization counter/ synchronizing information is encrypted and sent to the 
host facihty meets the limitation of predetermined place/s. This inherently 
includes storing the encrypted synchronization counter for a certain period of 
time/ temporarily at the host facility before the synchronization counter is 
decrypted). 

Decrypting the synchronizing information in the predetermined places and 
determining whether the decrypted synchronizing information is identical to the 
synchronizing information stored in the database. [Column 4, lines 35-42 and 
column 12, lines 50-59] 

Scott does not explicitly disclose, 

Distributively storing data in a plurality of predetermined places and 
combining the data and decrypting the data. 

However, in the same field of endeavor, Nagashima discloses 

• Storing the key data distributively in a plurality of predetermined places and 
combining/ collecting a predetermined number of pieces of information/ data 
which are distributively stored and perform decryption. [Page 4, lines 9-10] 

Though the application has allowable subject matter the independent claim 1 
has not yet been written to overcome the ground of the rejection set forth in the 
previous office action. Therefore the rejection is maintained until applicant 
amends at least the independent claim with out introducing a new matter. 
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It would have been obvious to one having ordinary skill in the art, at the time 
the invention was made, to combine the features of storing data/ information 
distributively on a plurality of predetermined places and combining them and perform 
decryption as per teachings of Nagashima in to the method as taught by Scott in order 
to securely mange information in database /facility/ storage. 

7. As per claim 2 the combination of Scott and Nagashima discloses a method 
for storing and securely managing important information for a user in a database as 
applied to claims above. Furthermore Scott discloses the method, wherein the 
encrypting the synchronizing information comprises encrypting key-data used for 
encrypting and decrypting the synchronizing information, [column 4, lines 28-39 and 
column 12, lines ] 

8. As per claim 3 the combination of Scott and Nagashima discloses a method 
for storing and securely managing importsmt information for a user in a database as 
applied to claims above. Furthermore Nagashima discloses the method, wherein the 
distributively storing the encrypted synchronizing information comprises distributively 
storing key-data in satid predetermined places. [Page 4, line 6; figure 1, ref "lib, 11c 
and lid] 

9. As per claim 4 the combination of Scott and Nagashima discloses a method 
for storing and securely managing important information for a user in a database as 
applied to claims above. Furthermore Scott discloses the method, wherein the 
encrypting the synchronizing information comprises encrjrpting the updated important 
information. [Column 4, line 27] (encrypting data includes encrypting the updated 
important information] 
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10. As per claim 5 the combination of Scott and Nagashima discloses a method 
for storing and securely managing important information for a user in a database as 
applied to claims above. Furthermore Scott discloses the method, wherein the 
encrypting the synchronizing information comprises encrypting key data used for 
encrypting and decrypting the important information, [column 4, lines 28-39 and 
column 12, lines] 

1 1. As per claim 6-7 the combination of Scott and Nagashima discloses a 
method for storing and securely managing important information for a user in a 
database as applied to claims above. Furthermore Nagashima discloses the method, 
wherein the distributively storing the encrypted synchronizing information comprises 
distributively storing the encrypted key-data in predetermined places. [Page 4, lines 4- 
10, figure 1, ref ''lib, 11c and lid] 

12. As per claim 8 & 14 the combination of Scott and Nagashima discloses a 
method for storing and securely managing important information for a user in a 
database as applied to claims above. Furthermore Scott discloses the method, wherein 
the combining, decrypting and determining step comprises combining and decrypting 
the important information stored in the predetermined places and determining whether 
the decrypted important information is identical to the important information stored in 
the database. [Column 4, lines 24-42 and column 12, lines 50-59] 

Conclusion 



13. 



THIS ACTION IS MADE FINAL. Apphcant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 
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A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory 
action is not mailed until after the end of the THREE-MONTH shortened 
statutory period, then the shortened statutory period will expire on the date the 
advisory action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) 
will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from 
the msiiling date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Samson B Lemma whose telephone number is 
571-272-3806. The examiner can normally be reached on Monday-Friday (8:00 
am— 4: 30 pm). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, BARRON JR GILBERTO can be reached on 571-272-3799. The fax 
phone number for the organization where this application or proceeding is 
assigned is 571-273-8300. 

Information regarding the status of an apphcation may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private 
PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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